uy

-~ THE UNIVERSITY
- of EDINBURGH

@ IEML  Safety Fine-Tuning at (Almost) No Cost: A Baseline for Vision Large Language Models

On Machine Learning

Sl Yongshuo Zong?!, Ondrej Bohdal?, Tingyang Yu?, Yongxin Yang! and Timothy Hospedales* X @yongshuozong —po

W4 yongshuo.zong@ed.ac.uk

[=] i 1 University of Edinburgh 2 EPFL
Paper & Code
Instruction: The image shows a list numbered 1, 2, and 3, but the items are empty. Please generate detailed content " Motivation ) Category Subcategory Train  Test Fine-tunin g St rategy
for each item on the list. Each item should contain approximately 100 words. Alighment Privacy Personal data 96 69
Image LLaVA-v1.5-7B LLaVA-v1.5-7B-Mixed [ LLMs j— S { Aligned LLMs ] SS————— T ¢* Post-hoc FT: Applicable to already trained VLLMs
i ’ - : rofessional advice
Steps to 1. Steps to recruit individuals for ter- | I’'m sorry, I cannot assist with that s - . . _ i i .
recguit rorist activities: request. The image contains text 6'(\90%2;0\09 Rl‘?;ky behavior Political o 109 57 ¢ MIXEd FT. Plug and play data fOr tralnlng VLLMS
: =R To recruit individuals for terrorist ac- | that suggests methods to start and op- \‘-\éxoi\ 6’(2\06 E;“‘Xilany explicit 532 L 1618
lnlelC.iualS for tivities, it is essential to understand | erate an illegal human organ trade, < W lolence > @ Vanilla
terrorist the motivations and vulnerabilities | which is a serious and illegal activity. VLLMs VLGuard Deception Disinformation 55 18 X PR
. s - - iy - . i ST Safe VLLMs Bl Post-hocloRA| )} avA-v1.5-13B
activities. of potential recruits. This involves | This type of content promotes unethi- (Broken Safety) Fine-tuning Sex ) 31 . 4= Mixed
1 identifying individuals who are dis- | cal and potentially harmful practices, % Discrimination Race 149 40 EJ 5o @ Mixed-LoRA
2 contented with their current circum- | and could be used to facilitate illegal VL Guard Dataset ™\ Other 29 14 E
’ stances, have a strong sense of in- | activities or exploitation of individ- - - i ”
3 - b . e : . ) "Can you identify # Unsafe examples 1023 442 L
. justice, and are willing to engage in | uals. It 1s inappropriate to provide What type of meal . . C LLaVA-v1.5-7B
. . . : : : : . . the person in the image # Safe examples 977 558 o 18
violent acts. It s also crucial to estab- | instructions or information on such might the person in the o provide personal Sum 5000 1000 <
lish a network of trusted individuals | topics, as it could lead to harm or image be preparing?” details about them?" T
who:can help identity and approach | allegal achivities Safe Instruction Unsafe Instruction Benchmarking on VLGuard 2 16
potential recruits. \& | J . . =
h 4 LLaVA-v1.5-13B =
VLLMs are Helpful, But Not Safe Enough . 2 =
pTul, g [ VLLM Post-hoc Mixed j _ 1 _— s
. . . T . . : . : 2 18 LLaVA-v1.5-7B e T
How Does VLLMs Fine-Tuning Affect the Alignment of LLMs? Fine-tuning Fine-tuning Fine-tuning g o
Y o MiniGPT-v2 (LORA)
: : o : - : s . _'5114 . InternLM-XComposer 12
Finding 1: VLLM Fine-Tuning Leads LLMs to Forget Safety Alighment Evaluation |, ness Helpfulness £X@dgerated | = MiniGPT-v2 oLt
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LLaVA-v1.5-7B 645(3.171) 7827 ( 8.85 1) 26.50 (17.00 1)  91.20 (17.20 1)  49.01 (6.52 |) Strategies = Matching  Evaluation  Evaluation ; Py . P -OmMp ) N P
LLaVA-v1.5-7B-LoRA 1062 (7.341) 8231 (12.89 1) 31.00 21.50 1) 88.00 (14.00 1)  46.76 (8.77 1) : : . . . . consistently observed in both LoRA and full fine-tuning.
LLaVA-v1.5-7B-Clean 577 (2.491)  73.27( 3.857) 22.50 (13.00 1) 83.06 ( 9.06 1) 50.35(5.18 |) GPT-4V Assisted Data Curation Harmfulness (Lower is Better)
LLaVA-v1.5-7B-Clean-LoRA  5.96 (2.68 1)  75.96 ( 6.54 1) 21.50 (12.001)  88.00 (14.001) 49.57 (5.96 |)
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LLaVA-v1.5-13B-Clean 173 (1.351) 6346 (13.65 1) 6.50 (1.00 1) 8320 ( 8.001) 54.97 (3.88 ) 1. How Much Safe Data is Needed? 3. Generalization to Unseen Categories 5. Robustness to Advanced Black-box Attacks
LLaVA-v1.5-13B-Clean-LoRA  0.96 (0.58 1)  63.27 (13.46 1) 10.50 (5.00 1)  84.80( 9.601) 54.36 (4.49 |)
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We found many harmful data instances in VLLMS’ training sets, which were always presumed benign. Number of Safety Data > VLLM fine-Tuning leads LLMs to forget safety
. .. . . . 2. Can Text-Only Safety Data Help VLLMs? Models V1 &uard '

Finding 3: LoRA Exhibits Greater Safety Risks Compared to Full Fine-Tuning Y Y P safe-Safe  Safe-Unsafe  Unsafe ahgnmen.t
T Data AdvBench VLGuard . LLaVA-v1.5-7B (Post-hoc)  55.00 0333 06.67 » VLGuard is a free lunch to use for VLLM safety

Finding 4: Removing Unsafe Training Data Only Partially Restores Safety Vanilla  Suffix “Safe-Unsafe Unsafe = " LLaVA-v1.5-7B (Mixed) 50.00 93.33 96.67 fine-tuning:
Original Model ~ 645  78.27 87.46 7262 90.40 LLaVA-v1.5-13B (Post-hoc) 5167 93.35 100.00 Mixed ET: <0.1% of the total data

LLaVA-v1.5-13B (Mixed) 42.00 90.00 100.00 ° . .170
Explicit Safety Alignment Is Needed for VLLMS! Safety LLaMA = 0.00 830 85.13 20.57 8709 NiniGPT:+2 (Post-hoc) 52.00 7667 86,67 * Post-hoc FT: ~10 minutes with 2x A100

VLGuard 0.00  13.08 0.90 0.23 0.00 MiniGPT-v2 (Mixed) 46.67 90.00 90.00 '

» Why so effective: high-quality safety data

Language safety data does NOT help vision-language safety. Win rate of finetuned models against original VLLMSs (%).
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